
August 26,2003 

Via Hand Dcliverv 

Z r l  accordance with Section 1,1205 of the  commission'^ Rules* 47 C.F.R. 
6 1.1206, Gmeral Qmmics-AdvatlCed Information Systems (WDAH’’) (formerly known 86 
Veridian Corporation), through its undersigned counsel, writes to notify the Commiss~on of KC 

pafie presentation in the above-refmnccd dwket, On August 25,2003, representatives of 
GDMS met with S d a n  Goldstein, Senior Legal Advim in Commissioner Copps’s Office. 

GDAIS representatives emphasized the need for further Commission prweedinp 
to set s t a d d s  allowing a n m h r  o f d f d v e  digM copy protection mndhodologics to compete 
in the marhtplwt. The Commission should xcomplish this through the vehicle of a fonnal or 
informal negotiated rulemaking, which is wry well suited ta the questions in dispute in this 
procedng. The represenmtives of GDAIS also discussed the disadvantages of the bmdcasr 
flag wgim proposed by csrtain partics to this procmding and corresponding wdvan#ages of 
source encryption Whndopas. Evidmw submitted by the broadcast flag proponents on the 
threshold quedtion of whether digital copy protection is necessq in the first place does not join 
issue with the argument made by GDAIS and others that the broadcast fl3g is an inadequate and 
ineffective fwm of protection. 

WAS HI Nt3TDhl PHOENIX LOS AHQELES LON DON 



The m h e d  slib prewntatim describes in more detail the matters addressed in 
the meeting. 

An wiginal and me copy of this notice are king fit& today with the 
Codss im,  If you have any questions concerning this notice, please do not hesitate to contact 
the undmigned. 

cc: Jordan Goldstein 
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P The Commission should not impose broadcast flag 
requirements, which would be costly, ineffective and 
inflexible and may not be within Commission jurisdiction 

P “Source encryption” methodologies are both less costly 
and more effective 

.. .. 

. .  

& The Commission should not prescribe any particular 
technology but can and should prescribe standards to let 
the market work and promote the public interest 

k A negotiated rulemakin or similar informal process is 
the best way to procee 3 
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P Casts are High’- . ,  , 

af Broadcast Fla 
. . . . . . . . .  . . . . .  .. ,. , 
. . .  

B Universal implementation necessary 
B All “Downstream” Devices (e-g-, PCs) Must Also Incorporate Flag to 

Access Digital Broadcast Content, Threatening Desired Convergence of PC 
and TV set 

b Benefits are Low - 
P Weak Form of Protection - 

P Legacy or pirated devices without the circuitry can compromise the p m i o n  

P Will ultimately leave content providers as r e l u m  to license theit bantent as 
. . . . .  . 
.. . .  system ... , 

before 

k Intrusive- 
& May deprive con$urners at ability to “space shift” content k y o n d  network where 

copy is made . .  

9 Commission Jurisdiction to Mandate Flag is Questionable - 
> No explicit authority in Communications Act 
P Implicit authority in either Titk I or Title 111 of the Act Doubtful 

. . . .  
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Ideal Circum,ctmces ff 
1 Jtgotiatbd Rulel nakir,, b 

4 Topic is ‘hew” 
Agency is considering standards 
Issues sufficiently crystallized to make an 
exchange of ideas useful 
Parties’ positions not yet “hardened” 
Large investments not yet made 

See, e.g., 1 Charles Koch, Administrative Law Treatise 54.36; Phillip Harter, 
Negotiating Regulations: A Cure for Malaise, 71 Geo. L..J- 1 (1982). 
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1 . DTV copy protection issue relatively new . . . .  

2. Copy protection standards are under"": 
consideration 

3. 

4. 

issues sufficiently crystallized - many 
commenters agree that some type of DTV copy 
protection standard will be necessary 

Parties' positions do not appear to be harden-ed 
- no large investments have been made in any 
particu I ar tech not ogy 
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> The Effectiveness (including a cost-benefit 
analysis) and Appropriateness of the Broadcast 
Flag tee hnolagy; 

P The Effectiveness (including a cost-benefit 
analysis) and Appropriateness of the Source- 
encryption-based technologies 

P Standards That Must Be Satisfied by Any Accepted 
Technology or Implementation Method 

> The Interaction Between the Questions Raised here 
and Digital Copy Protection for MVPD’s (eg., “plug 
and play” standards) 
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1 I Robustness 
and reliability 
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2. Openness 

3. Visibility 
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4. Renewability 

5. Compatibility 
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A>propriate Minimum Standards. ~. . , - .  : ’.?. , I  - 4  for a 
3TV Copy Protection S y v  
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1. Minimum standard for 
robustness and reliability - 

No “shared secrets’’ 

I F 1 
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AmxoDriate Minimum Standards for a 
- m y  - Protection L- System - - -  I- 
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Openness - 
F- 

. . . . . . . .. .. ,. . . .  
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The method must be open to all 
consumer eq ui pmen t manufacturers, 
distribution platforms, and all content 
providers indiscriminately 
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Minir, iui , I  Sta, idards to ..... 
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Protection Svstem . -  
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3. Visibility - . . . .  
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The algorithms, specifications, and - 
.- 

parameters of the method must be 
open to consumers. The efficacy of the . .  

.. - 

. . . .  - . .  .. , - 
. I  

svstem should not be compromised by . .  

such visibilifv. ._ - 
.... 

. .  
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* Minimuiti Stanaarus 
- r - i A  Protection Svstem 

4. Renewability - 

If compromised, the 

c 

system must be 
capable of recovering and continuing 
to protect content without a total recall 
or invalidation of all hstakd 
consumer equipment. 
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I Appliopri;te Minim-m StanJards ,r 
A d  

5. Compatibilitv - 'i 
- The method must not preclude use of 

a different, . . ..... . . . . . ...... . .. competing method, and 
- The method must allow next- 
.... 

,. . I ,  . 
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generation techniques to be deployed 
with minimal conversion requirements 
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C o w  Protection Alternative 

“Persistent Access Control” such ~ 

as VeriFIDESTM - 
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Technology that Prevents Pi racy 
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Repository of grotected Files Broadcast of Protected Files 
_-- .. . 
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Network 
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How it wot.:s Step 3: 
Fncb,, ;he ticxet with user's Public Key and s m d  i 

Once encrypted with the public key, the ticket is 
like a first-class letter sent to a PO Box- available 
only to the addressee with his "unique" private key. 

.. 
. . . . . . . . ..... , .  .... . . .  

, Public Key \Encryption 

d d 
... 

, - -, 
. .  ... - -. .. . 

, .  

.. . 

..... .__,_ . _ .  , 

. .  
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HQW it WQI AS - Step 4: 
Allow access lr3 the user, as author,rbd b, the ticket 

Ticket - Sent 
directly to 
customer* 

' . '  

.. , 

7 

. . . " . :  . . .  

, , . ." 

* Only the customer's unique Private Key for box 37 can retrieve 
the contents of the ticket, 
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P Secure: Protects high value contmt from piracy 

9 Enables 'fair use' as expected by consumers 

P Open; protects privacy; allows anonymity 

P Renewable 

.... . .. 
P Individual devices (or models) can be excluded . 

& "Go Foward" scenario in event of compromise 

> Scalable 

> No clearinghouse required for each transaction 

P Offline operation: full-time connection not required 

k Compatible with and extensible to PCs 

23 
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Ver id ian Corporation 
August 25,2003 
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